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are seeking new ways to tackle their data protection challenges. While the

t new, the pace of growth has become more rapid, the location of data more

data sets more complex. Data deduplication offers companies the opportunity to
of storage required for backups and to more efficiently centralize backup data from
r recovery. The PowerVault DL Backup to Disk Appliance powered by Symantec
ntegrated deduplication capabilities that can help with the task of managing these
uplication capabilities are available when customers purchase the Deduplication

bre, deduplication is a process that breaks down files and data into “segments” and
re the Media Server only stores a single copy of that segment across all client

a server. For subsequent backups of any client, the tracking database knows what
nd only transfers and stores the segments that are new or unique — file segments
that Media Server. For example, if five different client systems are backing up data
sk Appliance and a file segment is found that exists on all five of those client

e segment will actually be stored by the PowerVault DL Backup to Disk Appliance.
hat these segments are kept until any existing disk-based backup no longer

a fraction of the original data is eligible to be stored by the PowerVault DL Backup to
ificant reduction in disk space needed for backups.

nnology will deduplicate data across all servers that are being protected by the
ppliance. The benefit of this methodology is that all of the deduplication segment
shared with all other backups configured to use deduplication for a specific
ppliance. For example, if two Windows 2008 R2 servers are protected using either
tion, only deduplication segments that are unique to either of those servers will be
duce backup disk utilization across all local and remote servers protected with

Regardless of the methodology Used for deduplication — Client or Media Server — the end result is the same: storage

is optimized by only storing uniq
associate segments to each othe

With the Backup Exec 2010 Ded
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ue parts of a particular file or data stream, and using some form of a database to
r and to the machines where they were backed up from.

iplication Option, Administrators have the ability to choose when and where
nistrators can mix and match deduplication types to fit their unique needs; for




example, a single media server licensed with the Deduplication Option can simultaneously use Client Deduplication
for some jobs and Media Server|deduplication for others.
e C(Client Deduplication is a|software-driven process, where deduplication takes place at the SOURCE of data

and is sent over the network in deduplicated form
e Media Server Deduplication is a software-driven process, where deduplication takes place JUST BEFORE THE
DATA IS STORED TO DISK (also known as Inline Deduplication)

Each approach has its benefits and will be detailed in turn in the following sections.
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Figure 1: Deduplication Types using the PowerVault DL Backup to Disk Appliance.

Client Deduplication

Indicates where
Dedupe is performed

With Backup Exec 2010, exciting new possibilities for remote office protection were introduced. The concept of
client deduplication — where the remote system is responsible for deduplication calculations and backup data is sent
over the network in its deduplicated form — can make the process of protecting remote offices a much more
streamlined experience. Remote offices can be challenging to protect effectively; WAN environments can be
unreliable and can only utilize a fraction of the bandwidth available to LAN backups. Another common scenario
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ated form. In this way, only the unique data is sent to the media server, rather than
n. Most environments — be it a LAN or a WAN environment — can benefit from less
data being sent across the network. This is especially useful for WAN or Remote Office protection. Often,

dows Systems has the built-in capability to do client deduplication, and many of the
Agent for Exchange, Backup Exec Agent for SQL Server, etc.) can also utilize client
that all deduplication operations require the Deduplication Option to be licensed on
r details.

ware Server or Exchange Servers are the most powerful machines available in terms
ghout.. Where appropriate, why not leverage some of this remote computing

? Both of these situations are examples where client deduplication can offer a

ata protection challenges brought on by the environment.

strategies have two basic architectures. First, there are remote offices which do not
ata is sent directly over the LAN or WAN to the data center for protection. Second,
ploy local storage and then “forward” that locally stored backup data to the data
ese configurations can use Backup Exec 2010’s Deduplication Option to streamline
ry for remote offices.

t deduplication method Symantec recommends for several reasons:
bles greater scalability: Client deduplication spreads processor usage out across all
enabling the Media Server to process more concurrent backups.

nimizes network data transfers: Data is deduplicated at the client and sent across

ire is a fraction of the original data size, reducing network traffic and contention for
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with Backup Exec Agent for VMWare (AVVI) and Hyper-V, the Backup Exec Remote

Lest Operating System. In this circumstance, the Remote Agent is responsible for

the Agent for VMWare or the Agent for Hyper-V. Symantec recommends that for
Agent also be installed in Hyper-V guests.

be a useful and effective deduplication method for Linux and Solaris environments.
entirely performed on the PowerVault DL Backup to Disk Appliance and does not
than a typical backup.

timal for situations where:

pcessor is fully utilized: If the remote system has no processor cycles to spare for
ns, Media Server deduplication can take the load and still perform deduplication.
etWare, Linux, or Solaris: The Remote Agents for non-Windows platforms do not
ent deduplication. These systems can only take advantage of Media Server
reduce the amount of storage necessary for backups.

DT recommended for the following environments:
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ce higher levels of deduplication when a Remote Agent is installed in the virtual
case, the backup is done via the Remote Agent installed in the Virtual Guest. The
d in Client deduplication.

prage Folder

sk Appliance automatically configures the Deduplication Storage Folder. A

vhere all deduplication segments are stored, regardless of whether Client or Media
or a specific backup. A PowerVault DL Backup to Disk Appliance will support a single
th a maximum capacity of 16 TB of deduplicated data.

r contains two distinct items. The first is a file storage location, where the physical
ed. The second is a Postgres SQL database, where the deduplication segments are
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to access the default settings. T
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possible.
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database fingerprints are create

ault, the file storage location and the Postgres SQL database are installed to the
Deduplication Storage Folder in the Backup Exec Device tab and select properties

he default settings specify 2 concurrent operations for the Deduplication Storage
ns setting represent the number of backup or restore operations that the

| process simultaneously. In addition, the data stream chunk size found under the

ion Storage Folder properties can be changed from the default value of 64k. The

ts the size of each data chunk that Backup Exec writes to disk. While many

2se defaults, some customers may need to change them

abase is a fraction of the total file storage location size. In Symantec’s testing, the
s linearly with total stored deduplicated data. Plan for roughly 6-8 GB of database
ted data; e.g. 8 TB of deduplicated data would equate to a 50 GB deduplication

maintenance routines, the PowerVault DL Backup to Disk Appliance requires

le on disk. This is because automated database maintenance routines involve
abase. In the example above, where the deduplication database is 50 GB, the
ation database needs to be at least 100 GB in size to account for maintenance
ation. The low disk space threshold for the Deduplication Storage Folder can be
unt of space for the database maintenance operations. The low space threshold
on the Deduplication Storage Folder from the Devices tab in Backup Exec. Select
ect Advanced. The low disk space threshold can be modified from this menu. For
], space reclamation is automatically queued for processing twice a day.

and Media Server Deduplication

lication used, processor utilization will vary. In general, the deduplication process is
y, and is designed to accomplish deduplicated backups and restores as quickly as

e bulk of the deduplication calculations on the client (or source) system. The client
me up to one (1) core of one processor on the client system. The actual amount of
on the amount of data to be deduplicated and the speed of the processor. Expect
the processor core for the duration of the backup.

orms the bulk of the deduplication calculations on the PowerVault DL Backup to
deduplication, the Media Server deduplication process will consume up to one (1)
werVault DL Backup to Disk Appliance. The actual amount of processor utilization
ta to be deduplicated and the speed of the processor. Expect to see at least 75%
for the duration of any Media Server deduplication backup job. For both Client and
al backup jobs will be the slowest. Backup speeds will increase over time as more
d.




For Remote Agents that cannot

for Mac Server [RAMS], Remote
outlined in the Backup Exec 201
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Server. This design is primarily f
deduplication fingerprints. On t
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Remote System Requirements f
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e Processor: For Client De

Physical Memory: For C
system memory.
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Note: When adding Remote Age

the client stops or is restarted fo
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Which Type of Deduplication to

After a thorough walk-through o
Administrators should have a go
possible use cases and environm
recommends using deduplicatio

use Client Deduplication (Remote Agent for Linux and Unix [RALUS], Remote Agent
Agent for NetWare [RANW], etc.) there is no change to the system requirements as
D Administration Guide. This also holds true for Windows Remote Agents that do
cation.

and Media Server Deduplication

er deduplication, the majority of memory consumption takes place on the Media
or performance optimization, allowing for fast and accurate calculation of

he Media Server, both client and Media Server deduplication requires 1 GB

r every 1 TB (terabyte) of deduplicated data stored by the Media Server. For
data is stored, the Media Server would require at least 8 GB of physical memory.

s using Client deduplication are not stringent. Symantec requires 1 GB of physical

it that uses Client Deduplication.

or Deduplication

nfigured to use Client Deduplication the following minimum system requirements

duplication, a Windows Remote Agent must have at least one dual-core processor
ient Deduplication, a Windows Remote Agent must have at least 1 GB of physical

either 64-bit or 32-bit versions of the platforms that Backup Exec supports.
iled requirements listed in the Backup Exec 2010 Administration Guide. Be sure to
e before configuring Deduplication Storage Folder.

2nts With Direct Access to the Media Server, or when the Remote Agent service on
r whatever reason, all of the BE Services on the Media Server must be restarted in
the Deduplication Storage Folder.

Use?

f various deduplication methods available in Backup Exec’s Deduplication Option,

od idea of how each type work in their environments. The table below breaks out
ents and Symantec’s recommendations for deduplication methodologies. Symantec
n as follows:




Remote Office Backups without
Storage

Remote office Backups with Local

Storage

vSphere/ESX or Hyper-V back
with Agentsin each VM

Off-Host vSphere/ESX backu

Applications on Windows (Exch

Local Client Deduplication

Client Deduplication (with
Deduplicated Backup Set Copies to
Data Center)

ups Client Deduplication

ps Media Server Deduplication

ange, Client Deduplication

File Server, SOL Server, AD, Notes,

Oracle, etc.)

Remote Linux, Solaris, or Mac

Servers

Applications on Linux (SAP, Oracle,

etc.)

Media Server Deduplication

Media Server Deduplication

Table 3: Deduplication Methodilogy by Use Case

Migrating Data to Tape for Lon

An environment with a disk-to-j
deduplication. It’s important to
Deduplicated data is never store
data to tape is a simple process.
folder to another device, like a t

These Set Copy jobs are separaté
job, Backup Exec handles the de
For data that was backed up usir
Appliance will be responsible for
will be some impact to processo
varies based on data set, at mos

Copy.

-Term Storage

isk-to-tape architecture is fairly common among customers who are interested in
note that all of the forms of deduplication mentioned here are disk-based.

d on tape in its deduplicated form; however, the process of migrating deduplicated
Customers can set up “Set Copy” jobs that copy data from the deduplicated storage
ape device, for long-term storage and retention.

> jobs, but aside from the typical job configuration information needed to create a
tails of copying deduplicated data to a tape location.

1g Client or Media Server deduplication, the PowerVault DL Backup to Disk
recreating whole files from deduplicated data before transferring to tape, so there
r and memory usage during the Set Copy operation. While resource consumption

t the Set Copy process will use 100% of one processor core while performing the Set




Restoring Deduplicated Data

Restoring deduplicated data follows the same process as setting up a regular restore job of backup data that has not
been deduplicated. See Chapter 14 of the Backup Exec Administrator’s Guide for specific details on setting up
restore jobs.

Conclusion
The PowerVault DL Backup to Disk Appliance powered by Symantec Backup Exec 2010 introduces new capabilities
around storage management through Deduplication. The Deduplication Option provides customers with the ability
to reduce backup storage by 90% or more, improve backup windows, and facilitate better remote office protection.
The Backup Exec Deduplication Option gives administrators the flexibility to choose what type of deduplication to
use — whether it is software-based deduplication using Client or Media Server deduplication
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